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MEMORANDUM ON INTERNAL CONTROL 
 

 
To the City Council of 
the City of Lafayette, California 
 
 
In planning and performing our audit of the basic financial statements of the City of Lafayette as of and 
for the year ended June 30, 2018, in accordance with auditing standards generally accepted in the United 
States of America, we considered the City’s internal control over financial reporting (internal control) as a 
basis for designing audit procedures that are appropriate in the circumstances for the purpose of 
expressing our opinions on the financial statements, but not for the purpose of expressing an opinion on 
the effectiveness of the City’s internal control.  Accordingly, we do not express an opinion on the 
effectiveness of the City’s internal control. 
 
Our consideration of internal control was for the limited purpose described in the preceding paragraph 
and was not designed to identify all deficiencies in internal control that might be material weaknesses or 
significant deficiencies and therefore material weaknesses or significant deficiencies may exist that were 
not identified.  In addition, because of inherent limitations in internal control, including the possibility of 
management override of controls, misstatements due to error or fraud may occur and not be detected by 
such controls.  However, as discussed below, we identified certain deficiencies in internal control that we 
consider to be significant deficiencies. 
 
A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct misstatements on a timely basis.  A material weakness is a deficiency, or a combination 
of deficiencies, in internal control, such that there is a reasonable possibility that a material misstatement 
of the City’s financial statements will not be prevented, or detected and corrected on a timely basis.  We 
did not identify any deficiencies in internal control that we consider to be material weaknesses. 
 
A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less 
severe than a material weakness, yet important enough to merit attention by those charged with 
governance.  We consider the deficiencies in internal control included on the Schedule of Significant 
Deficiencies to be significant deficiencies. 
 
Included in the Schedule of Other Matters are recommendations not meeting the above definitions that we 
believe are opportunities for strengthening internal controls and operating efficiency.   
 
Management’s written responses included in this report have not been subjected to the audit procedures 
applied in the audit of the financial statements and, accordingly, we express no opinion on them.   
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This communication is intended solely for the information and use of management, City Council, others 
within the organization, and agencies and pass-through entities requiring compliance with Government 
Auditing Standards, and is not intended to be and should not be used by anyone other than these specified 
parties. 

Pleasant Hill, California 
November 28, 2018 
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CITY OF LAFAYETTE 
MEMORANDUM ON INTERNAL CONTROL 

SCHEDULE OF SIGNIFICANT DEFICIENCIES 

2018-01  Check Log Maintenance  

Criteria:  To ensure that all checks issued by the City are reviewed and accounted for, the numerical 
sequence of issued checks should be tracked by a check log.  This check log should be reviewed by an 
employee that does not have the ability to process checks in the City’s financial system. 

Condition:  The employees who processes accounts payable or payroll and the first reviewer all have 
access to blank check stocks and electronic signature.  In addition, the first reviewer is a superuser of the 
financial system thus has access to the accounts payable and payroll module.   

The City’s current practice for accounts payable and payroll check runs is that after the batches are 
processed and before the checks are run, the batches and supporting documents are reviewed by another 
employee (first review).  Then, after the checks are run, the check runs are reviewed by a third employee 
who has no access to the accounts payable or payroll module (second review).  While a check log is being 
kept, the check log is not systematically filled out.  Thus, the log is not being utilized to account for the 
numerical sequence of checks used. 

Cause:  The City believed that the two levels of review as well as the utilization of positive pay were 
sufficient controls to prevent misuse of checks. 

Potential Effect:  By not utilizing the check log, there is a possibility that unauthorized checks are run 
between check runs without being detected. 

Recommendation:  We recommend the City keep the check log up-to-date.  In addition, as part of the 
second review, the reviewer should examine the check log to account for the sequential orders of the 
checks.  Any missing check numbers should be investigated immediately. 

Management Response:  Staff has modified current practices to ensure that the check log is kept up-to-
date and that any gaps in sequential check numbers identified in the log are addressed in a timely manner. 

2018-02  Cash Receipts Controls 

Criteria:  When cash collection systems are not interfaced with the City’s general ledger, reconciliations 
should be done between these systems and the general ledger to ensure that all revenues collected from 
customers are recorded in the general ledger. 

Condition:  Currently, each department of the City uses a different system to record cash receipts.  Cash 
receipts, either in batches or individually, are then routed to the Administrative Services Department for 
processing.  An employee in the Administrative Service Department reconciles cash receipts to the 
supporting documents.  She then manually inputs the cash receipts data into the City’s general ledger. 

There is no reconciliation between the revenues recorded in each department’s system and the respective 
amounts in the general ledger.  

Cause:  The City’s financial system does not contain a cash receipts module. 

Potential Effect:  Without reconciliation of the systems, it is impossible for the City to make sure that all 
cash receipts collected in various departments were properly accounted for by the City.   
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MEMORANDUM ON INTERNAL CONTROL 

 
SCHEDULE OF SIGNIFICANT DEFICIENCIES 

 

 

 
Recommendation:  A revenue report generated by the general ledger should be given to each department 
monthly for reconciliation. This reconciliation should be done by an employee who does not handle cash 
receipts in that department.  In the future, when the City upgrades its financial system, the City should 
consider purchasing a system that offers an integrated cash receipt module as part of the system.  
 
Management Response:  Not all of the departments have a system that tracks revenues taken in.  For 
example, the Planning Department has a software system that tracks properties in the City and 
applications/permits related to them.  There is not a cash function as part of this system so there would be 
no data for reconciliation.  The departments that do have systems tracking revenues can perform a 
periodic reconciliation with the accounting system, but this too has its challenges as accounting numbers 
reflect accruals and most department systems will be on a cash basis.  In addition, department systems are 
going to report on transaction dates, whereas accounting report will be based on deposit date.  Finally, 
given the City’s staffing levels, there are no staff that have access to systems for which they do not handle 
cash receipts.  This aspect of the recommendation is not feasible for the City under the existing 
conditions.  The City does not have the resources to fully implement the auditor’s recommendation; 
however, staff will explore a reconciliation process where it may be feasible. 
 
Regarding the larger recommendation for a cash receipting module that ties to the accounting system, this 
research has been slow to occur.  As a minimally staffed organization, it is challenging to ensure high 
quality management of the day to day work load notwithstanding the lengthy research needed to find a 
good solution.  Staff is committed to continuing to improve internal controls and will prioritize 
researching a cash receipting module. 
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CITY OF LAFAYETTE 
MEMORANDUM ON INTERNAL CONTROL 

SCHEDULE OF OTHER MATTERS 

NEW GASB PRONOUNCEMENTS OR PRONOUNCEMENTS NOT YET EFFECTIVE 

The following comment represents new pronouncements taking effect in the next two years.  We have 
cited them here to keep you abreast of developments: 

Effective in fiscal year 2018-19: 

GASB 83 -- Certain Asset Retirement Obligations 

This Statement addresses accounting and financial reporting for certain asset retirement obligations 
(AROs). An ARO is a legally enforceable liability associated with the retirement of a tangible capital 
asset. A government that has legal obligations to perform future asset retirement activities related to its 
tangible capital assets should recognize a liability based on the guidance in this Statement.  

GASB 88 – Certain Disclosures Related to Debt, including Direct Borrowings and Direct Placements 

This Statement defines debt for purposes of disclosure in notes to financial statements as a liability that 
arises from a contractual obligation to pay cash (or other assets that may be used in lieu of cash) in one or 
more payments to settle an amount that is fixed at the date the contractual obligation is established.  This 
Statement requires that additional essential information related to debt be disclosed in notes to financial 
statements, including unused lines of credit; assets pledged as collateral for the debt; and terms specified 
in debt agreements related to significant events of default with finance-related consequences, significant 
termination events with finance-related consequences, and significant subjective acceleration clauses. 

Effective in fiscal year 2019-20: 

GASB 84 – Fiduciary Activities 

This Statement establishes criteria for identifying fiduciary activities of all state and local governments. 
The focus of the criteria generally is on (1) whether a government is controlling the assets of the fiduciary 
activity and (2) the beneficiaries with whom a fiduciary relationship exists. Separate criteria are included 
to identify fiduciary component units and postemployment benefit arrangements that are fiduciary 
activities.  

Effective in fiscal year 2020-21: 

GASB 87 – Leases 

This Statement will increase the usefulness of governments’ financial statements by requiring reporting of 
certain lease liabilities that currently are not reported. It will enhance comparability of financial 
statements among governments by requiring lessees and lessors to report leases under a single model. 
This Statement also will enhance the decision-usefulness of the information provided to financial 
statement users by requiring notes to financial statements related to the timing, significance, and purpose 
of a government’s leasing arrangements. 
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CITY OF LAFAYETTE 
MEMORANDUM ON INTERNAL CONTROL 

STATUS OF PRIOR YEAR SIGNIFICANT DEFICIENCIES 

2017-01  Review of Changes to Vendor Database   

Criteria:  Employees who have access to the cash disbursement module should not also have the ability 
to edit the vendor database. Good internal controls require that employees with access to the City’s assets 
not have access to the City’s accounting records for the same assets. 

Condition:  During our examination of the City’s disbursement procedures we noted that one employee 
that has access to the accounts payable module also can edit the vendor database.  In addition, there is 
currently no review performed of changes made to the vendor database.  Although the Administrative 
Services Director reviews the check run, the report she reviews only shows the vendor field but not the 
payee field to which the checks are made. 

Cause:  The size of the City’s staff makes it difficult to segregate the duties of disbursement process and 
vendor database management.  In addition, the City was not aware that a review of the vendor database 
changes was necessary. 

Potential Effect:  The above condition exposes the City to the risk of phantom vendors and 
unsubstantiated disbursement transactions. 

Recommendation:  If the segregation of duties between disbursement process and vendor database 
maintenance is deemed impossible due to the size of City staff, a system-generated report that shows 
changes to the vendor database should be reviewed periodically by an employee who does not have 
access to the database.  Alternatively, a column should be added to the report that the Administrative 
Services Director reviews, for check runs, to show the payees of the checks. 

Current Year Status:  The City does not have the resources for an employee, who does not have access 
to the accounting database, to review changes made to the vendor database.  However, a column has been 
added to the report that the Administrative Services Director review, for check runs, to show the payees 
of the checks. 

Recommendation implemented. 

2017-02  Internal Controls Over Cash Receipts 

Criteria:  All cash receipts collected should be accounted for using pre-numbered receipts. 

Condition:  The City’s front desk area takes in cash receipts for three departments (Administration, 
Planning & Building, and Engineering).  During our examination of the City’s cash receipts procedures in 
the front desk area, we noted that although a 3-part manual receipt book is used, the City does not log all 
revenue received in the manual receipt book.  For some charges that require extensive calculations, an 
Excel spreadsheet will be attached to the revenue collected instead of a pre-numbered cash receipt.  The 
Excel spreadsheet and the amount received are then placed in the in-box of the Accountant who inputs the 
data into the City’s general ledger and perform cash receipts reconciliation at the end of the day. 

Cause:  The current processes have evolved over time as different departments established the collection 
of their fees. 
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Potential Effect:  As part of the daily cash receipts reconciliation, the Accountant accounts for the 
numerical sequence of the cash receipts and ensures that the total revenue per receipt book equals to the 
revenue collected.  However, for receipts that are not logged in the receipt book, there is a risk that cash 
receipts do not get into the Accountant’s inbox, thus not getting input into the City’s general ledger.   
 
Recommendation:  Since there is already a 3-part manual receipt book in used and a reconciliation 
process in place, the City should make sure that all cash receipts collected at the front desk area are 
logged in the receipt book.   
 
In addition, on a monthly basis, general ledger revenue reports should be given to department heads so 
that they can verify if all revenues have been captured by the City’s financial system. 
 
Current Year Status:  City staff has a process in place to ensure that all cash receipts collected at the 
front desk are logged in the receipt book and that any gaps in sequential receipts numbers identified in the 
log are addressed in a timely manner. 

Recommendation implemented. 
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CITY OF LAFAYETTE 
MEMORANDUM ON INTERNAL CONTROL 

STATUS OF PRIOR YEAR OTHER MATTERS  

 

2015-06  Review of Deposits Payable Balances and Accounts 

Criteria:  To ensure that the refundable deposits balance in the City’s books is accurate, details of 
deposits should be reviewed on a regular basis.  Additionally, refunds of customer deposits should be 
reviewed by another employee before a check is issued. Documentation of such review and approval 
should be noted on the Payment Request Form. 

Condition:  During our review of refundable deposits, we noted two accounts with debit (negative) 
balances of $2,500 each.  Upon further inquiry with City staff, it was noted that for one of the debit 
balances, the City recorded a refund of customer deposit to the wrong account.  For the other debit 
balance, City staff erroneously entered the refund twice.  The original refund of this account was issued 
without approval by a second employee.   

Cause:  The errors are due to staff oversight.  The first debit balance mentioned above was due to an 
oversight of City staff in recording the customer deposit refund.  For the second debt balance, customer 
deposits are recorded and tracked in the general ledger by account number, which is specific to each 
customer.  A customer may have multiple account numbers applicable to deposits for various projects.  
Similarly, in the City’s vendor database, customers are set up under various Vendor ID numbers, but 
coded under one account number.  The error occurred when the City refunded a customer deposit twice 
due to the customer’s account number being applied to the same vendor using two different vendor IDs.  

The existent of debit balances of deposits is due to the fact that the City does not conduct periodic review 
of the deposits detail. 

Potential Effect: Without periodic review of the account detail and proper approval of refunds, 
error and mistakes may not be identified timely. 

Recommendation: We recommend the City review its refundable deposits accounts and vendor 
database to condense the record of customer deposits into one system with the same ID for each customer. 
Additionally, the City should assign an employee to approve requests before issuing refunds of customer 
deposits. 

Current Year Status:  The City believes that it will be a labor intensive effort, given their staffing levels, 
to review the refundable deposit accounts and rework the database to track in a more consistent manner 
with the general ledger.  The City believes that its staff is committed to continuing to improve internal 
controls and will find a way to address this item with their existing resources. 

City staff is currently assigned to approve requests before issuing refunds on customer deposits. 

Recommendation implemented. 
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2015-08 Information System Review  

We conducted an Information Systems Review with our audit which encompassed the financial 
information system and the network environment that houses it.  Internal controls that are present in the 
overall network environment have become more important and relevant to understanding the internal 
controls over the financial system.  We believe Information System controls must be continuously 
improved and enhanced to stay ahead of the ever increasing sophistication of hackers and criminals.  
 
Currently, there are no Information Systems standards to which local governments are required to 
conform.  Indeed there are a wide variety of informal guidelines and suggested controls from many 
different organizations which local governments can use to implement appropriate controls to ensure 
adequate security over information technology.  A voluntary risk-based Cybersecurity Framework has 
been developed by the  National Institute of Standards and Technology (NIST) per Presidential Executive 
Order 13636 (12 FEB 2013).  The Framework for Improving Critical Infrastructure Cybersecurity 
version 1.0 (12 FEB 2014) offers a number of appropriate standards. Our Information Systems auditors 
have reviewed the voluntary framework and concluded that the risk management framework developed 
by NIST for the Federal Information Security Management Act (FISMA) is the most appropriate for local 
governments1.  The NIST risk management framework represents the minimum security requirements for 
federal government agencies and recommends these controls for private industry and state and local 
governments.   
 
While reviewing the City’s information system, we noted a few areas that could be improved.  A 
summary of these recommendations which we believe are “best practices” are as follows: 
 
Audit/Event Logging 
 
The City does not appear to have audit logs on the financial application server, such that any change, 
addition or deletion of user accounts within the application are tracked and monitored.  This may be due 
to a limitation of the software; however, this is a vital control.  The City should have audit/event logs of 
any addition, deletion or change in financial application user accounts and that log should be monitored 
by someone without the rights to effect such changes.  In addition, any administrative access such as 
upgrades or application modifications by IT personnel, outside consultants or vendors should also be 
logged and reviewed.2 The City should contact Abila support to determine if audit logging is possible or if 
it can be added on.  
 
  

                                                      
1 "State, local, and tribal governments, as well as private sector organizations are encouraged to consider using these guidelines, 
as appropriate." NIST SP 800-37 Rev 1 pg 11 
2 For more information on Audit/Event log management see NIST SP 800-92 Guide to Computer Security Log Management. 
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STATUS OF PRIOR YEAR OTHER MATTERS  

 

Patch and Vulnerability Management 

Our scans indicate the City’s information systems have numerous vulnerabilities, which may be due in 
part from a lack of patch management, vulnerability scanning, or configuration management.  While these 
vulnerabilities do not directly affect the financial reporting of the City, they do present an unnecessary 
risk to the City’s information systems.  The City should develop a patch and vulnerability management 
program.  “Patch and vulnerability management is a security practice designed to proactively prevent the 
exploitation of IT vulnerabilities that exist within an organization. The expected result is to reduce the 
time and money spent dealing with vulnerabilities and exploitation of those vulnerabilities. Proactively 
managing vulnerabilities of systems will reduce or eliminate the potential for exploitation and involve 
considerably less time and effort than responding after exploitation has occurred.”3  For guidance on 
implementing effective patch and vulnerability management see NIST SP 800-40 Ver. 2 Creating and 
Patch and Vulnerability Management Program. 

Password Management on the Financial Application 

The City does not enforce regular password changes or require the use of complex passwords for users on 
the financial application.  There should be a written policy for the regular changing of financial system 
account passwords and the use of complex passwords for users.  An automatic enforcement of this policy 
would be optimum.  There should be enforced password complexity for the financial system to reduce the 
risks of easy guessing and brute force attacks against the passwords.  Required use of unique alpha 
numeric and special character combinations along with a password length of at least 8 characters is 
optimum.  There should be a policy that requires a limit on repeating financial system account passwords. 
This will stop users from circumventing password change controls.  An automatic enforcement of this 
policy would be optimum.  Users should not share passwords with other users nor use password easily 
guessed by other users. 

Session Locks 

The City does not have session locks turned on for the financial application or the workstation operating 
systems.  A session lock is a temporary lockout of the operating system or financial application when a 
user stops work and typically moves away from the immediate physical vicinity of the computer.  
Generally, employees may leave their workstation for lunch or break and not log off or log out of the 
application.  This leaves the operating system or financial application open and available to any passerby. 
Any person with physical access would be able to perform any tasks the absent user has privileges or 
rights to do.  At the very least workstations should be set to lock out the workstation after a period of 
inactivity.  Best practice would be to have both the operating system and financial application have 
lockouts after a period of inactivity. 

Current Year Status:  The Administrative Services Director and the Financial Services Manager 
continue to work on addressing the conditions identified above. 

3 NIST SP 800-40 Ver. 2 Creating a Patch and Vulnerability Management Program 
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REQUIRED COMMUNICATIONS 

To the City Council of 
the City of Lafayette, California 

We have audited the basic financial statements of the City of Lafayette for the year ended June 30, 2018. 
Professional standards require that we communicate to you the following information related to our audit 
under generally accepted auditing standards and Government Auditing Standards. 

Significant Audit Findings 

Accounting Policies  

Management is responsible for the selection and use of appropriate accounting policies.  The significant 
accounting policies used by the City are described in Note 1 to the financial statements.  No new 
accounting policies were adopted and the application of existing policies was not changed during the year, 
except as follows: 

The following Governmental Accounting Standards Board (GASB) pronouncement became effective and 
had a material effect on the financial statements as discussed in Note 9: 

GASB 75 –Accounting and Financial Reporting for Post-employment Benefits Other Than 
Pensions 

The following Governmental Accounting Standards Board (GASB) pronouncements became effective, 
and did not have a material effect on the financial statements: 

GASB 81 – Irrevocable Split-Interest Agreements 

GASB 85 – Omnibus 2017 

GASB 86 – Certain Debt Extinguishment Issues 

Unusual Transactions, Controversial or Emerging Areas 

We noted no transactions entered into by the City during the year for which there is a lack of authoritative 
guidance or consensus. All significant transactions have been recognized in the financial statements in the 
proper period.   
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Accounting Estimates 
 
Accounting estimates are an integral part of the financial statements prepared by management and are 
based on management’s knowledge and experience about past and current events and assumptions about 
future events. Certain accounting estimates are particularly sensitive because of their significance to the 
financial statements and because of the possibility that future events affecting them may differ 
significantly from those expected. The most sensitive estimate(s) affecting the City’s financial statements 
was (were): 
 
 Management’s estimate of the depreciation: is based on useful lives determined by management. 

These lives have been determined by management based on the expected useful life of assets as 
disclosed in Note 1 to the financial statements.  We evaluated the key factors and assumptions 
used to develop the depreciation estimate and determined that it is reasonable in relation to the 
basic financial statements taken as a whole.  

 
 Estimated Fair Value of Investments: As of June 30, 2018, cash and investments were measured 

by fair value.  Fair value is essentially market pricing in effect as of June 30, 2018.  These fair 
values are not required to be adjusted for changes in general market conditions occurring 
subsequent to June 30, 2018.  

 
Estimated Net OPEB Liabilities and OPEB-Related Deferred Outflows and Inflows of Resources:  
Management’s estimate of the net OPEB liabilities and deferred outflows/inflows of resources are 
disclosed in Note 9 to the financial statements and are based on actuarial studies determined by a 
consultant, which are based on the experience of the City.  We evaluated the key factors and 
assumptions used to develop the estimate and determined that it is reasonable in relation to the 
basic financial statements taken as a whole. 

 
Disclosures 
 
The financial statement disclosures are neutral, consistent, and clear. 
 
Difficulties Encountered in Performing the Audit 
 
We encountered no significant difficulties in dealing with management in performing and completing our 
audit. 
 
Corrected and Uncorrected Misstatements 
 
Professional standards require us to accumulate all known and likely misstatements identified during the 
audit, other than those that are clearly trivial, and communicate them to the appropriate level of 
management. Management has corrected all such misstatements.  In addition, none of the misstatements 
detected as a result of audit procedures and corrected by management were material, either individually or 
in the aggregate, to each opinion unit’s financial statements taken as a whole.  
 
Professional standards require us to accumulate all known and likely uncorrected misstatements identified 
during the audit, other than those that are trivial, and communicate them to the appropriate level of 
management.  We have no such misstatements to report to the City Council. 
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Disagreements with Management 

For purposes of this letter, a disagreement with management is a financial accounting, reporting, or 
auditing matter, whether or not resolved to our satisfaction, that could be significant to the financial 
statements or the auditor’s report. We are pleased to report that no such disagreements arose during the 
course of our audit. 

Management Representations 

We have requested certain representations from management that are included in a management 
representation letter dated November 28, 2018. 

Management Consultations with Other Independent Accountants 

In some cases, management may decide to consult with other accountants about auditing and accounting 
matters, similar to obtaining a “second opinion” on certain situations. If a consultation involves 
application of an accounting principle to the City’s financial statements or a determination of the type of 
auditor’s opinion that may be expressed on those statements, our professional standards require the 
consulting accountant to check with us to determine that the consultant has all the relevant facts. To our 
knowledge, there were no such consultations with other accountants. 

Other Audit Findings or Issues 

We generally discuss a variety of matters, including the application of accounting principles and auditing 
standards, with management each year prior to retention as the City’s auditors. However, these 
discussions occurred in the normal course of our professional relationship and our responses were not a 
condition to our retention. 

Other Information Accompanying the Financial Statements 

We applied certain limited procedures to the required supplementary information that accompanies and 
supplements the basic financial statements.  Our procedures consisted of inquiries of management 
regarding the methods of preparing the information and comparing the information for consistency with 
management’s responses to our inquiries, the basic financial statements, and other knowledge we obtained 
during our audit of the basic financial statements.  We did not audit the required supplementary information 
and do not express an opinion or provide any assurance on the required supplementary information.  

We were engaged to report on the supplementary information which accompany the financial statements, 
but are not required supplementary information.  With respect to this supplementary information, we made 
certain inquiries of management and evaluated the form, content, and methods of preparing the 
information to determine that the information complies with accounting principles generally accepted in 
the United States of America, the method of preparing it has not changed from the prior period, and the 
information is appropriate and complete in relation to our audit of the financial statements. We compared 
and reconciled the supplementary information to the underlying accounting records used to prepare the 
financial statements or to the financial statements themselves.  

We were not engaged to report on the Introductory and Statistical Sections which accompany the financial 
statements, but are not required supplementary information.  Such information has not been subjected to the 
auditing procedures applied in the audit of the basic financial statements, and accordingly, we do not express 
an opinion or provide any assurance on it. 

****** 
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This information is intended solely for the use of City Council and management and is not intended to be, 
and should not be, used by anyone other than these specified parties. 

Pleasant Hill, California 
November 28, 2018 
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